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(P~# #7# : Eduardo Ustaran et al., The EU Cyber Resilience Act: What to Expect,
HOGAN LOVELLS (Oct. 4, 2022),
https://www.engage.hoganlovells.com/knowledgeservices/viewContent.action?key=E
c8teaJ]9VapDyLsVcvQMB17eOO0GbnAEFKCLORG72fHz0%2BNbpi2jDfaB8IgiEy
Y 1JAvAvaah9lF3dzoxprWhl6w%3D%3D&nav=FRbANEucS9SNMLRN47z%2Bee
OgEFCt8EGQO0qFfoEM4UR4%3D&emailtofriendview=true&freeviewlink=true;
Scott Ikeda, EU Cyber Resilience Act Primarily Aimed at Beefing Defenses of
“Smart” Connected Devices, CPO MAG. (Sept. 26, 2022),
https://www.cpomagazine.com/cyber-security/eu-cyber-resilience-act-primarily-

aimed-at-beefing-defenses-of-smart-connected-devices/. )
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! European Commission Press Release IP/22/5374, State of the Union: New EU Cybersecurity Rules
Ensure More Secure Hardware and Software Products (Sept. 15, 2022); Proposal for a Regulation of
the European Parliament and of the Council on Horizontal Cybersecurity Requirements for Products
with Digital Elements and Amending Regulation (EU) 2019/1020, COM (2022) 454 final (Sept. 15,
2022) [hereinafter Proposal for Cybersecurity Requirements for Products with Digital Elements].

2 Proposal for Cybersecurity Requirements for Products with Digital Elements, supra note 1,
Explanatory Memorandum at 1.

3 Id. Explanatory Memorandum at 1.

4 European Commission Press Release, supra note 1.

5 Proposal for Cybersecurity Requirements for Products with Digital Elements, supra note 1, art. 2(1).
6 Id. arts. 2(2), 2(5).
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" Id. Explanatory Memorandum at 9.

8 Id. art. 10(1).

° Id. art. 10(2).

0 Id. art. 10(2).

' Id. art. 10(6).

2 Id. art. 10(10).

3 Id. arts. 10(7), 24(1)-(3).

4 TCE 35 | GREEFE T REAPPHAS P ERE RTL L > A 2 RBEREL 2ok
& o CE Marking, EUR. COMM N, https://ec.europa.eu/growth/single-market/ce-marking_en (last
visited Nowv. 25, 2022); Proposal for Cybersecurity Requirements for Products with Digital Elements,
supra note 1, arts. 10(4)-(5), 10(7).

15 1d. arts. 10(6), 11(1), 11(4).
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6 Id. art. 13(1).

7 Id. art. 13(2).

8 Id. art. 14(2).

? Id. art. 53(3).

0 Id. art. 41(2).

' Id. art. 47(2).

22 CAL. C1v. CODE §1798.91.04 (b) (2018); Tim Sandberg, California SB-327: The Security of
Connected Devices, GALEN DATA (Sept. 26, 2022), https://www.galendata.com/california-sb-327-the-
security-of-connected-devices/.

RO = = =

BUK PR Bre PR 4E S AH G R T ZE Pl 15



4R EEES 306 HE (2022.11.25)

ﬁﬂ*/*%fﬁ&AQﬂﬂ f'
J—FLE] ’Tir##/\“rﬁ@\f:_‘;\‘ﬁw
HBER BRIt ioriv2

ﬁ a

m—ﬁ ﬁ;tlk:{'_ o

GEAPFREA G L - R RRE 2EE R A SR
N IR SV B R IR e Ea S SR RS LN RS IR NS
PR ERRT EARZ LR AT A€ E IR B o gt vh s 1)

f%vﬁﬁﬁﬁﬁﬁﬁﬁ°iﬁ’i%ﬁ%ﬁigﬂ%@—iglgﬂz1&&9
FETIEN 2 B A SR e

FEHREUNT ERFERANT R I HHE V28T %5 P L mp 22
ﬁkiii@i%miﬁ B d E SR MR R AR ) b R
iR ESBRANET Mo L o ERRREE Y NE R AR 2 B
PREDEEZFPAPV AL P HEER 222 A5 AL A2 5

e ﬂ%*&aﬂf 2 A
%~ B

o

%Wf%é%%&i%%é%i$&$iﬁiﬁi—%@%’ﬁﬂéﬁﬂi
- BoMRE R U2 T 4R 2 R SR F M R M E e

LA S R IR R R R R AF L o R 0 SRR E AR
REARE BT R L AEEFRFE ERS AL R A RE TR

B E o ARE TR LA ARAE FV AERERE LT L
Bk aidszum o AT R RFEPN FEATF TEE

23 European Commission Press Release 1P/22/5374, supra note 1.

24 Proposal for Cybersecurity Requirements for Products with Digital Elements, supra note 1, art. 57.
2 Id. arts. 55(1)-(2).
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